

 Encrypt – and protect – your business data 
Encryption is an essential tool for securing the data that your company creates or collects. Data breaches pose a number of risks to businesses, ranging from loss of intellectual property or know-how to leakage of personal data. This can damage your reputation, result in hefty fines and threaten the future of your business.
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 What is encryption and what does it protect? 
Encryption is the process of encoding information so that it cannot be accessed by unauthorized persons. If your company’s encrypted data is leaked, anyone who steals or finds the data will not be able to read it, as it is unintelligible without the proper decryption key. 

Many people are not aware that a lot of information is already protected by encryption technology. For example, online shopping and internet banking would not work without good encryption. Encryption is designed to protect money and personal information. As for the business environment, encryption should be used to protect your company’s intellectual property and know-how as well as the personal data you process within your company. 

 Read more 


Intellectual property and know-how can include the products or services created by your company. They can also be the methods you use to successfully sell those products, or the processes used to ensure that they function effectively throughout their life cycle. Similarly, they may include business and marketing plans for the next calendar year. All this information can be monetized or misused by a cyberattacker or thief. 
Personal information that your company collects and processes may include information about your customers and employees. You are required by law to protect access to such data, as stipulated by the European Union's General Data Protection Regulation (GDPR).
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 Spread the word and share online










Is your business compliant?
Make sure your company's security practices follow relevant compliance regulations.











PCI
Do you take credit cards?

GLBA
Do you handle financial transactions for customers?

HIPAA
Do you process healthcare data?

SOX
Are you a public company?

GDPR
Do you do any business in EU?

CCPA

PIPA

J-SOX


Antivirus + antimalware









Personal Firewall









Encryption









Two-factor authentication









Central management










Required
Recommended, not required
Not recommended, not required

Is your business compliant?
Make sure your company's security practices follow relevant compliance regulations.

Required
Recommended, not required
Not recommended, not required
No mention


PCI
Do you take credit cards?
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management 

 
GLBA
Do you handle financial transactions for customers?
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management

 
HIPAA
Do you process healthcare data?
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management

 
SOX
Are you a public company?
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management

 
GDPR
Do you do any business in EU?
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management

 
CCPA
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management

 
PIPA
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management

 
J-SOX
 Antivirus + antimalware
 Personal Firewall
 Encryption
 Two-factor authentication
 Central management









CCPA and "reasonable security": Are you ready?
The CCPA may apply to you even if your business isn't California-based. Find out whether you're affected and assess your readiness with our interactive quiz and guide to CCPA security.

Download Our Guide
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 Do you know what to do if your company has leaked personal information? 

[image: Povinnosť oznámenia incidentu regulátorovi]


Obligation to notify the regulator:
You have to report any personal data breach to the relevant data protection authority. This obligation applies not only to major incidents, such as large database leaks, but also to minor mistakes. For example, if you mix the contents of envelopes intended for two different recipients erroneously, you must report it.



[image: 72 hodín na oznámenie incidentu]


72 hours
You have to notify the relevant supervisory authority about the incident within 72 hours from the moment you become aware of it, so not from the moment the incident occurred. However, if this time limit is not met, the delay in notification (i.e. the reasons the breach was not reported within 72 hours) must be justified.
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Obligation to notify affected individuals
In more serious cases, apart from notifying the data protection authority, you must also inform the individuals whose data have been affected by the incident. However, this step is not required if the incident occurred after your company had implemented appropriate technical and organizational security measures, in particular those that render the personal data unintelligible to any person unauthorized to access it. The rather complicated legal term “technical measures” refers to encryption.



 Possible fines related to GDPR 


Failure to fulfil the obligation to report a data breach to the relevant supervisory authority is punishable by a fine of up to €10 million or, in the case of a company, up to a maximum of 2% of its annual worldwide revenue from the previous financial year. In addition to a high financial penalty, the data protection authority may also enact the following:
	 a temporary or definitive limitation, including a ban on processing of personal data
	deletion of personal data 

This means that you could either lose all the contacts for your existing customers, or your company could be temporarily banned from storing such data. 











 Data breaches affect businesses of all sizes 

Many businesses believe that they are not vulnerable to cyberattacks or data breaches because of their small size and limited assets. Unfortunately, this is not the case: according to analysts IDC, small and medium-sized businesses are the victims of more than 70 percent of security breaches. The good news is that companies do not need to report cyberattacks unless personal data has been compromised or leaked. 
Because of the false impression that other businesses do not face cyberattacks, companies may feel ashamed or fear negative attention if they report an attack.


ESET has observed that for the first year after the GDPR came into force, the supervisory authorities in Europe were still familiarizing themselves with the new rules. It is likely that they will now impose more fines. 
However, experience shows that if affected companies cooperate, they tend to receive lower penalties. It also appears that if your company is not an internet giant, you are unlikely to get a maximum-level fine. 
We therefore recommend that organizations always observe the notification obligation, cooperate with the supervisory authorities and educate their employees on what personal data is and how it should be protected. 







 ESET encryption solutions 



ESET Endpoint 
Encryption




ESET Endpoint Encryption protects sensitive data on corporate devices by means of encryption. It provides encryption of files and folders, emails and attachments, removable media, virtual disks as well as the entire disk. It is easy to use, offers full remote control of encryption keys and requires no server for deployment. Get a 30-day free trial and try ESET Endpoint Encryption in your company.

 Learn more 






 Related topics 
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Social Engineering
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Ransomware
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Passwords









 All topics 
	Passwords
	Ransomware
	Illicit cyptomining




	Encryption

	Social Engineering 






















	US
	Encryption
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HOME Security

All-in-one protection of your digital life. Choose a plan according to your needs.

Choose your plan






Special solutions:
	Small office security
  
	NOD32 Antivirus
  
	Smartphones
  
	Parental Control
  
	ESET VPN










All-in-one protection All-in-one protection 

HOME Security



All-in-one protection of your digital life. Choose a plan according to your needs.

Shop home products






Special offers for:



Smartphones





Gamers 





Families





Small Business 



See all solutions
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ESET NOD32 
Antivirus
Award-winning antivirus for Windows and macOS
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ESET Mobile Security for Android

Keep your Android device safe. Wherever you go
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ESET Parental Control for Android
Protect your children online with confidence









Small Office Small Office [image: ]






Small office security

Reliable and user-friendly protection tailor made for small offices.

Explore solution






Complete security for small offices:
	Malware, ransomware and phishing protection
	Non stop Safe Banking 
	Encryption of sensitive data
	Unlimited VPN

and much more
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ENJOY WHAT MATTERS, 
LEAVE THE REST TO ESET

Learn what makes our acclaimed online security solution special and how it can help you protect your devices. 

LEARN MORE






Renew & Support Renew & Support 
Explore the ESET Customer Portal to:

	Renew, add devices or upgrade your product
	Retrieve your license information
	Update your subscription and billing information
	Find help with product installation
	Get additional technical support


Get started
















	 For Business Business Solutions Business Solutions 





BUSINESS
SOLUTIONS

Protect your company endpoints,
business data and users

Solutions for business


Recommended solutions 
	ESET PROTECT Entry
	ESET PROTECT Advanced
	ESET PROTECT Complete SAVE 15%
	ESET PROTECT Elite
	Cybersecurity awareness training
	Multi-factor authentication

Recommended service 
	Managed Detection & Response




Try before you buy










Enterprise Solutions Enterprise Solutions 




ENTERPRISE
SOLUTIONS

Future-ready cybersecurity
for powerful enterprise protection

Explore Solutions


Recommended solutions
	ESET PROTECT MDR
 With XDR, MDR, and more
	ESET PROTECT Elite
 With XDR, and more
	ESET PROTECT Enterprise
 With EDR, and more

Recommended services
	Managed Detection & Response
	Premium Support
	Threat Intelligence









ESET Services ESET Services 




ESET MDR SERVICES
Achieve industry-leading protection
 with 24/7 MDR threat management services
  and world-class expertise.

Explore services


Recommended services
	Premium Support
	Threat Intelligence
	Overview of ESET Services









ESET Platform ESET Platform 




ESET PROTECT PLATFORM
Learn more about our unified cybersecurity platform and its uniquely balanced capabilities.

Explore Platform


Platform capabilities
	Modern Endpoint Protection
	Detection & Response (XDR) 
	Server Security
	Encryption
	Multi-Factor Authentication
	Advanced Threat Defense
	Mail Security
	Cloud Application Protection
	Vulnerability & Patch Management
	Threat Intelligence
	ESET Services, including MDR
	Console








Partner with ESET Partner with ESET 




BECOME AN ESET PARTNER
Explore ESET partnerships designed to boost your growth.

FIND OUT MORE


Already an ESET Partner?
Welcome back!

Log in now to place orders, register opportunities, access training and much more!

Access partner portal








Contact Sales Contact Sales For business sales call:
1-844-824-3738
MONDAY - FRIDAY, 6AM - 5PM PT


More contact options
	Contact form 
	Try before you buy
	Support chat
	Existing customer









Why ESET Why ESET 




Why choose ESET?

ESET is built on trust and stability, allowing it to offer leading technology through research excellence.

WHY ESET?


Additional information and resources
	Superior technology
	Industry recognition
	Corporate blog
	Resource center














	 Download Download Download 
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Download for
Home and Small office



Get a free 30-day trial



I already purchased
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Download for
Business



Get a free business trial



I have a business subscription




Tools and Utilities




Get a free home trial Get a free home trial 


I have a home license I have a home license 


Get a free business trial Get a free business trial 


I have a business license I have a business license 








	Existing Customer?

	 Shop 
	 United States 
	 Menu 










ESET North America
San Diego, California
More contacts

 United States (EN) 

 For home 

	All solutions for home
	ESET HOME Security plans
	Small Office Security
	Android Security
	NOD32 Antivirus
	Online scanner
	Subscription flexibility
	Why ESET?
	Student discounts
	Hero discounts
	Get up to $50


 Downloads for home 

	Download free trial
	I have a subscription



 For business 

	Small and mid-size business
	Enterprise
	All products for business
	Services for business
	Subscription flexibility
	Customer Stories
	Contact Sales
	Resource Center


 Downloads for business 

	Request business trial
	I have a subscription



 Partnership 

	Partner with ESET
	Reseller Program
	MSP Program
	Technology Alliance
	Business development
	Affiliate program
	Referral Program


 Support 

	Existing customers
	My Account
	Renew a product
	Support for home
	Support for business
	Security Forum



 About ESET 

	About us

	ESET during COVID-19

	Newsroom
	Technology
	Corporate Blog
	Careers
	Events






 For home 
	All solutions for home
	ESET HOME Security plans
	Small Office Security
	Android Security
	NOD32 Antivirus
	Online scanner
	Subscription flexibility
	Why ESET?
	Student discounts
	Hero discounts
	Get up to $50



 Downloads for home 


	Download free trial
	I have a subscription






 For business 
	Small and mid-size business
	Enterprise
	All products for business
	Services for business
	Subscription flexibility
	Customer Stories
	Contact Sales
	Resource Center



 Downloads for business 


	Request business trial
	I have a subscription






 Partnership 
	Partner with ESET
	Reseller Program
	MSP Program
	Technology Alliance
	Business development
	Affiliate program
	Referral Program






 Support 
	Existing customers
	My Account
	Renew a product
	Support for home
	Support for business
	Security Forum






 About ESET 
	About us

	ESET during COVID-19

	Newsroom
	Technology
	Corporate Blog
	Careers
	Events














ESET North America
San Diego, California
More contacts




 United States (EN) 








































	Contact
	Privacy
	Do not sell or share my personal information
	Legal information
	Report vulnerabilities
	Sitemap
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